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Overview

By using the TPl Payment Server, the administrator users can manage thatsodth

little more than a few keystrokes and mouse clicks. Through an intuitive graphical user
interface, an administrator can set up new accounts and modify or delete existinnones
turn, merchants can upload POS transactions from their terminals and captuseafmage
signed sales drafts. As a result, merchants no longer have to hold copies of these
transactions for retrieval requests. Instead, the images are housed on the web and
available to the merchant by using a web browser. Additionally, merchants also have
access to manage accounts at the user level within their merchant accounts*. This
versatility thus not only supports a wide level of account management, but also reduces
the need for administrator involvement in routine and simple adjustments to the merchant
account.

In addition, the TPI Payment Server provides tools to customize logos and contact
information, which locate on the TPl Payment Server web pages viewable to every user
In this way, while maintaining a professional business presentation, an adnanisdrat
conveniently provide merchants with vital contact information.

This documentation targets individuals who will monitor the TPI Payment Sertemsys
on a regular basis. Some knowledge of basic system administrative principidgss a
For an administrator, although prior experience with system administration is not
required, it will help facilitating installation and maintenance of the payneeneis

* Managing user accounts is dependent on the merslassigned security permissions.

Ch 1: Introduction to the TPI Payment Server

Database Server Configuration

1. Execute the server configuration application directly through by goiStard —
All Programs — Payment Server — Advanced Server Configuratioand a login
window will appear. There is no password by default, so simply clickke
button:

ELogin =]

Paszword ||

Ok | Cancel |
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2. Then the following dialog box should appear:

@ TPIS¥rCfgForm M=l
—System Setting
Root Directary C:\Program Filesh TPl SoftwarePayment Server’ |

[~ DEMO Mode [ Dial Backup [~ Force Dial v LogtoFile ¥ Logto Db

[T Use Systemn.wieb. Mail

Remate Host I|oca|host

TRIS+Cfg Password I

—Database Setting

DE Connection Sting |server:localhost;dalabase:ﬂic:hDB;user id=rich;passward=rich

DE Connection Sting 2 |sewer=localhost;database=F|ic:hDB;user id=rich;password=rich

Db Key I xxxxxxxxxxxxxxxxxxxxx

Db Kev Path I _I
Db Retries E

Save | Catcel | Bestart 15 |

DEMO Mode — When this box is checked, transactions are simulated without
actually being sent to the payment processors; instead, transactions with an odd
dollar amount will get decline@nd those with an even dollar amount will get
approved. This is for demonstration transactions

Log to File — When this box is checked, login activities, error logs, and web
interface errors will be sent to their respective log files, typicallgtixtin the
“Payment Server\LogFiles” directory

Log to Database- When this box is checked, some processes and transactions,
such as Previous Transactions log and Auto Settlement log, will not only be
logged into the database, but also viewable through the web interface with the
“admin” user under the Tools folder

Use System.Web.Mait This box should be kept checked if client-side Outlook
software (i.e. Microsoft Outlook Express, etc.) is installed on the server. The
function will enable emails to be sent from TPI Payment Server to an Exchange
mail server

DB Connection String* — This database connection string is used for data to be
read from the TPl Payment Server SQL Server database

DB Connection String 2*— This database connection string is used for data to be
written to the TPI Payment Server SQL Server database

DB Key — This is a private key to encrypt the information sent to and from the
database. A default key is automatically in use




DB Retries— This is the number of times that the payment server will try to
access its database in case a network connection problem exists

"An appropriate value must be entered into the fielorder for the TPl Payment Server to operate
correctly. The values for the connection string/na changed but the format must match the follgwin

server=Server HostNameOr | PAddr ess,databaseSQL Server DatabaseName; user
1d=SQL Server User Name;passwordSQL Server Password

3. Edit the fields and check boxes as necessary

4. Click Saveto save the new settings (t@ancelbutton allows you to undo the
settings)

5. Once theSavebutton is clicked, the server configuration window will be closed.
You will need to re-open the window to start the 1IS to apply any changes that
have been made. Cli¢kestart IIS

License Requirement

After the installation of the TPl Payment Server, you will be asked to provide the product
license when running the payment server for the first time. Use the followingctnstis
for assistance on how to obtain a license.

1. Execute the payment server by goingtart — All Programs — Payment Server
Login and the License setup form will open (shown below)

License Required

License Setup

Each machine must have a valid license in order to operate correctly.
If you don't have a license for this maching, please select "Request License". If you have already received a

license for this machine, plesse select "Upload License".

O Reguest License

O Uplosd Licensze

Click theRequest Licenseadio button

Fill out all the fields in the license request form and cRelquest License

A license request file named “licreq.txt” will be available for you to download.

Save the file to your computer

5. Torequest a license, send an email t the support staff at TPI Software with the
licreq.txt file attached (the email link is located in the License Request form).
TPI Software will return your email with a license file named “paysvr.li8ave
the file to your computer

6. Click Upload Licenseradio button in the initial License Setup form displaying

Upload License File (shown below)
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Upload License File

If you have received your license file, please upload it here.

Licenze File: Browse...

’ Upload License File

7. Click Browse to find thepaysvr.lic file
8. Click Upload License File

Installation Troubleshooting

The following is a list of common problems that may occur when installing the TPI
Payment Server for the first time. If you experience any problems with youtatista
please read the frequently asked questions (FAQ) section below.

* Why do | receive a server error message when | try to log in for the first time
that mentions the server cannot find the page | requested?

(0]
(0]

First, verify that the page is where it should be on the server.

Make sure the ASP.NET component is installed and enabled on the server.
To verify ASP.NET is installed for Windows Server 2003, navigate to
Control Panel - Add or Remove Programs—- Add/Remove Windows
Components Click Application Server and click theDetails button.

Check if ASP.NET is installed in the section that appears.

To re-install ASP.NET, open a command prompt. Change the directory to
your ASP.NET framework directory. (Normally

C:\windows\Microsoft. NET\Framework\v1.1.4322). Then run
aspnet_reqiis -i

* Why does the TPI Payment Server web interface login page load, but
appears to be blank?

o

(@)

The location of your computer cannot be determined and the default
settings are set to deny access to unknown Internet Protocol (IP) addresses.
To enable your sever to log into the web interface, open the file
“C:\Inetpub\wwwroot\Admin\Web.config” into a text editor like Notepad.
Search for the text in the file that matches the following:
<add key="AllowIP" value="" />
Type your server’s IP address in between the quotes after the value
parameter. Here is an example of a changed value parameter:

= <add key="AllowIP" value="127.0.0.1" />

» After processing transactions, why do | receive an error message “Error: The
XML declaration is unexpected. Line 3, position 9."?

(0]

If you receive this error, verify that the registry permissions for the TPI
Payment Server are correct. To verify the registry permissions aretcorre
for Windows Server 2003, click ti&tart button on the task bar and then
click on theRun command. Type inregedt32 into the Open text box

and click theOK button. Double click thelKEY_LOCAL_MACHINE,




SOFTWARE, andTPI Software folder. Right click thd?ayment Server
folder and seled®ermissions Click theAdd button, type in aspnet

into the text box provided, and then click tb& button. Select the
“ASP.NET Machine Account and click theFull Control check box
under theAllow column. Finally, click th®©K button.

» After processing transactions, why do | receive an error message “1001 -
Invalid Login Information”?

o First, verify that all the login user account information that is passed to the
TPl Payment Server is correct.

o If you receive this error, you must execute the Server Configuration
program and verify that your desired options are set correctly. To verify
the server’s configuration is correct for Windows Server 2003, click on the
Start menu button and then navigateAib Programs — Payment Server
and selecBerver Configuration. Verify that your desired options are set
correctly and click th©K button.

Ch 2: Beginning to Use TPI Payment Server
What to do when beginning to use the TPl Payment Server

This chapter introduces the basics of TPl Payment Server’s user interfac®pithe
include the payment server’s logon process and functional feature overview. To begin
using the TPI Payment Server, you must first logon to the system. If this is gotinie

log on as an administrator, inpadmin” for Usernameand “123’ for Password It is
extremely important thatou change your default administrator password right after you

logon to the system for the first time. Leaving the default password unmodified would
result in your system completely vulnerable to anyone who knows the payment server’s
default settings. For information on how to change password, refer to Changing User
Password in Chapter 7.

Note: There are a default number of times you can attempt login with the wrong
information before the system locks you out. If this occurs, you must wait 5 minutes
before you may attempt another login.

1. Open your internet browser

2. Enter the URL (Uniform Resource Locator) for the payment server login page in
the Addressfield (Ex: https://wwwYOURWEBS TE.com/Admin/login.aspx) and
the following screen will open




£ TPISoftware
LX'SmartPayments™

| payment server |

Click here if you forgot your password.
Click here if you need help.

Username:

Password:

[ Lagin ][ Feset ]

3. Input your user name (admin)

4. Input your password (123)

Click Login (TheResetbutton allows you to re-enter your username and
password)

o

If this is your first time logging in to the payment server as the admin user, you wil
encounter th&nd User Licensing Agreemen{EULA), shown below, which appears
only once if you agree to the terms. Cl&skceptto continue.

END-USEE LICENZE AGREEMENT FCR TPI Software ~

IMPORTANT READ CAREFULLY:

Thiz TPI Software End-User License Agreewent [ EULA ) iz a legal
agreement between you (either an individual or a single entity) and TPI
Joftware for the TPI Software product accompanying this EULL, which
includes computer software and may include associated media, printed
materials, and online or electronic docuwentation (SOFTWARE). By
installing, copying, or otherwise using the 30FTWARE, wou agree to he
bound by the terms of this EULA. If wou do not agree to the terms of
this EULA, do not install, copy, or otherwise use the I0FTWARE.

JOFTWARE PRODUCT LICEN3E

TPI Software (30FTWARE) is protected hy copyright laws and
international copyright treaties, as well as other intellectual
property laws and treaties. The 30FTWARE is licensed, not sold.

GRANT OF LICEN3E. TPI Software hereby grants you [("Licensee™] a
limited, nonexclusive, non-transferrable, royalty-free license to make
and use an unlimited nuwber of copies of the SOFTWARE accompanying this
EULL to bhe installed on CPUs residing on Licensee's premwises, solely
for Licensee's internal use. TPI Software and its suppliers shall
retain title and all ownership rights to the product, and this
Agreement shall not be construed in any manner as transferring any
rights of ownership or license to the S30FTWARE or to the features or
information therein, except as specifically stated herein.

In erder to continue, please accept this license agreement,

Login as Administrator

The initial administrator user interface consists of a menu section on theddfteamain
working section on the right.




The menu section has six folders and two links:
Find Transactions
Manage Users
Manage Merchants
Tools
Preferences
Email
Logout
The following chapters will cover these features in detalil.

For each folder, a small plus sig#") to the left of the folder name will allow you to

view sub-menus when clicked. If you logon as a primary admin user, you will have
access to all six folders and the functionalities included. This means, you can @anage
accounts established in your system. The following describes each folder and its
contents.

Find Transactions— Report a summary of all transactions processed during a selected
period

Manage Users
Add — Add new merchant accounts
Find/Edit — Search, edit, or delete merchant accounts
Merchant User Group — Select which users have access to which merchants

Audit Trail Log — Display logs for adding, updating, or deleting accounts and
payment methods

Auto Settle Log— Display automatic settlement logs

Config — Change the system configuration, such as, password, database
connection, and company application settings at the system level. This
functionality is password protected

Merchant Links — Change the URL address to display different payment server’s
user-interface pages for a merchant

Previous Trx Log — Display XML-formatted transaction requests and responses
System Info- Display current server performance information. This functionality
is password protected

Template — Modify email templates

View Log — Display event and file logs

Preferences
Access Control- Grant or deny access to log into a user account by screening IP
Address
Password— Reset the user’s password
Security — Set security for functions performed at the user level

Emalil
Sales— Send email to your company’s designated sales team
Support — Send email to your company’s designated support team




Logout — Exit the system

Ch 3: Manage Users

Once authorized, an admin user can manage all user accounts, not only the ones created
by the administrator, but also those created by merchants, to whom the administrator
provides service to. This chapter describes methods on haxd tw new admin user;

and how tdind, edit, anddeleteexisting admin or merchant user accounts.

Adding a New User

TheAdd function in theManage Userdolder is foradding new admin users. Notice in

the current version of TPI Payment Server, throughout the whole system, thereoizeonly
user account typified asdministrator — theprimary admin user, who has the full

access to any user and merchant accounts. It is the same user account that an
administrator used to logon to the payment server for the very first time. All oinér a
users, who are created throulthd in Manage Users are categorized agcondary

admin users

Use the following steps for assistance when creating a new admin user account.
1. Click on theManage Userdolder

2. Click on theAdd link to add a new admin user and the user information screen
will open (shown below)

User Information * indicates required field)

U=zer Mame; *Tecurity Level: *System Level
1 |» 1 W

*First Mame: *Laszt Name:

*Phone Mumber: *Email Lddress:

Street Address 1: Street Address 2

City: State:
...... w

Province: Postal Code:

Courtry: Time Zone:

Canada v Eastern w

Save User

3. Complete théJser Information form. Notice all fields labeled with “*” are
required




» Without your specifying a user name in thger Namefield, the payment
server will generate a user name for you.

» TheSecurity Levelbox should be defined correctly to give an admin user
access to only necessary to complete his/her tasks. For example, an admin
user withSecurity Level 1 might not have the access to hanage
Usersfunction, provided the primary admin user has ses#uwairity level
of User Admin greater than 1. For more information on security level
settings, see Setting Security in Chapter 7.

» By default, theSystem Levelbox is set to 1. In the current version of TPI
Payment Server, tHeystem Levelonly applies to merchant users. A
merchant user witBystem Levell will be denied of viewing sensitive
transaction data, such as, credit card and check account number. On the
other hand, a merchant user wiiistem Levelgreater than 1 will have
the access to such information. Furthermore, only the primary admin user
can modify a user'System Level

4. Click Save User(TheResetbutton allows you to clear the information you have
entered) and a screen similar to the example below will appear

Uzername: test7059 Uzer Options
Status: Active - Eezet Pazzword
Email: testi@tpizoft.com - Email Passwword

- Log In as this User
Contact Info
Test Merchant
123 - Delete User
Redmond WA 93052 - Make User Inactive
(=)

Security Level: 4
System Level: 1
User Type: Merchant

For more information on the links in the above figure, refer to chaptefFiddimng and
Editing Users

Finding and Editing Users

Besides the primary admin user, any secondary admin user, with the proper se@lyity le
can modify or delete admin/merchant user accounts. Use the following steps for
assistance when performing the tasks.

1. Click on theManage Userdolder
2. Click on theFind/Edit link and the following screen will appear
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Show Filters

any city with & "r"init.

MOTE: %ou don't need ta fil out all the fields, just the ones you knovw. The less information
vou provide, the more match you will get. e.g. If you put in "r" inthe "City" field, it wil match

Reseller|ﬂxl| Fesellers V|
I'-.der-:hant|.-&.|| Merchants ""|
Il=zer Mame | | Ermil | |
First Mame | | Last Mame | |
User Kumber | | Phone | |
City | | Postal Code | |
[ Find ] [ Reset ]

3. If you know the name of the merchant, under whom your target user was created,
click the name in the merchant drop-down list to narrow the search

4. Fill out other fields that you know is ti&how Filtersform. Notice without
entering any information, the filters form will return all user accounts

5. Click Find (The Resetbutton allows you to re-enter information in the form) and
a list of users will open (Notice tix and sa arrows under each column name are

for sorting the list)

User Name Last Name First Name Partner ID Creation Date
F . . & v & v

test (default) rerchant test

10/28/2004

ACTIVE test@tpisoft.com 11:17:06 AM

6. To send an email to your target user, click onBhail link. Your default mail

application will pop up

7. To view, edit or delete the user, click on theer Namelink and the User
Information screen will open (example shown below)

User Information Edit User

Username: test7059
Status: Active
Email: testi@tpizoft .com

Contact Info

Test Merchant

123

Redmond, W2 95052
Lsa

User Options
- Beset Password
- Etmail Passwiard

- Log In as this User

- Delete User
- Make User Inactive

Security Level: 4
System Level: 1
User Type: WMerchant

11



8. To edit the user, click on thedit User link in theUser Information head bar
and the following User Information screen will open

User Information (* indicates required field)

User Mame: *Security Level: *System Level:
test7053 | (1]

*First Mame: *Last Mame:

|Test | Merchant |
*Phone Mumber: *Email Address:

425-882-0921 | test@tpisoft.com |
Street Address 1: Street Address 2

123 | |
City: State:

|Redm0nd | |WA- Washington V|
Province: Postal Cocle:

A | |esos2 |
Couritry: Tirme Zone:

|United States v| |Eastern V|

9. Edit the fields as necessary, cliskve Uselto save the changes and a screen
similar to the example below will appear (TResetbutton allows you to return
to the previously savedser Information form)

User Information Edit User

Username: test7059 User Options
Status: Active - Beset Password
Email: testi@tpisoft.com - Email Password

- Log In & this User
Contact Info
Test Mercharnt
123 - Delete Lser
Redmond, Wa, 95052 - Make Uzer Inactive
LSA

Security Level: 4
System Level: 1
User Type: Merchant

The following describes the function of each link in the above figure.

Email: i=si@ipisoiieon. _ Click this link to send the user an email. Your default mail
application will appear, enabling you to send the email

- Reset Password — Click this link to reset the user password. The payment server will
automatically generate a new user password

12



- Email Password. — Click this link to email the user their password, in the context of a pre-
defined email template (see screen below)

-Lonnssthis User. — Click this link to log in as this user

-Delete Uzer - — Click this link to delete this user. Notice you cannot delgtenaary user.
A primary user is created when a merchant is first created

- Make User Inactive Qr - Make User Active — Click this link to make this user inactive or active

Send Email

From |Mon-Default Software<support@mysoft.com>

=

o |test@tpisoft.com
CC |test@tpisoft.com
BCC (test@tpisoft.com

Subject | Your account infarmation

Dear Test,

[The message body of the email,|

Welcome and thank you for choosing our payment solution! Please
note that you will need your user name and password to log in the
next time you wisit us. FRemewmber, passwvords are case-sensitive.
Tou must enter your password exactly the same way, including
capitalization, each time you log in.

Please use this link to start using our paywent solutions:
https://127.0.0.1

Payment Server account information.
- PartnerID: 100
- HMerchant MNuwber: 196
- User Wame: test7059
- Password: 2261

Send ][ Reset ”Don‘t Send

Ch 4: Managing Merchants

An administrator can view and managerchants This chapter describes methods on

how toadd a new merchant, including its payment processor and register setup, and how
to find, edit, anddeletea merchant account. We will also describeNteechant/User

Group function.

Add a New Merchant

1. Click on theManage Merchantsfolder
2. Click on theAdd link and the following screen below
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Required Fields

Reszeller:

| AT
4

3. Choose an account under which you would like the new merchant to be created
using theReseller:drop-down menu and the following screen will appear

Required Fields

Reseler:
100: Administrator D
Mame:
D TestDevelopment Merchant
First Mame: Last Mame:
Phaone: Email:

Strest Address 10

Street Address 2

City: State:
Fip Cournitry:
United States D
Time Fone:
Pacific Time D

Force Duplicate: Check here if you vwant Auto Settlement: Check here if you want
duplicate tranzactions to be flagged as duplicates Settlement to occur sutomatically once per day
by default (recommended). (recommended).

|:| Require Original PHRef for .
RefundsiCredits and dont allow total refunds to D S U
exceed original amourt (recommendsc) 12:00 Ahd {0:00) D

D Receipt/Signature Capture/Retrieval
|:| Check Image Capture/Retrievesal

| B Additional Information {optional)

’ Create Merchant ] ’Reset ]

4. Fill out the rest of the fields in tieequired Fieldsform
5. Check theAdditional Information box for entering more merchant information
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Additional Information (optional)

Uszer Mame: User Security Level:

4 L
Federal Tax IO State Tax IOt
Sales Tax IDx COwvnershipe

Corporation hd
Estimated Sales: Business Start Date:
URL: tderchart ICx
File Idertifier: Fax:

[ Create Merchant ] [ Reset ]

* When filling out theAdditional Information form, notice theJser
Security Levelbox should normally be kept as 4. This is to allow the
merchant’s primary user a full access over his/her own information.

» Without filling theUser Namefield in theAdditional Information
section, you will be assigned a server-generated user name instead.

6. Click Create Merchant (The Resetbutton allows you to return to the previously
saved merchant information state)

TheMerchant Profile screen gives you a quick overview on the merchant account you
just created. It has three sectiolierchant Info, Processors andRegisters

Merchant Info lists (example displayed below) the general merchant information,
including some links to manage this merchant accoBracessors (Payment Methods)
show you what payment processor(s) this merchant currenthResgpstersdisplay the
register information.
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Merchant Info Edit Merchant

User Options Merchant Options
- A Lser - Processars
- Wigwy sers - Redgisters

- Permanently Delste This Merchart
- hdake Merchant Inactive

Ierchant Mame: Test Merchant Auto Settlement: 12:00 AM daily
Ierchart 10 Force Duplicate: Yes

Receipt/Zignature Capture: Yes
Contact Info: Check Image Capture: Yes
test merchant
CAH Federal Tax ID:

State Taw ID:

Sales Tax (Dn
Phone: 123 Owenership: Corporation
abciTab.com Estimated Annual Sales: $0.00

Business Start Date:

LIRL:
CREDIT AR M/ A T8y
DEBIT A& MNAA T
EBT A B M/ A Ty
ECHECK/ACH MAA MN/A IS8
VERIFY RF:S [{FE:S RS
GIFT/LOYALTY AR M/ A T8

Register ¥ Register Matne:

| | | |

We will continue to coveProcessorsandRegisterssections. FoMerchant Info, refer
to the Finding and Editing Merchants section below.

Setup Payment Processors

The steps below continue setting up a processor for credit cards and other transaction
types. Similar steps apply to other processor setups. Please rédedse Notesor
your processor setup data.

Note: You should always close your batch before your switch from one processor to
another and also if you are switching from host to terminal or terminal to host.

1. Under a merchant, add a processor by clicking ol\tit#Edit Processorslink
2. Select a payment processor by clicking on the drop-down menu and selecting your
processor




Select Processor

Select a Payment Processor: Please Select o

Concord EFS Metwaork
First Data Mashville
First Data Morth

First Data South

Global Payments

IPay Delaware

Mational Check Metwork
Mova Information Systems
FPaymentech Tampa
Yital

Your Custom Processaor

3. ThePayment Methodstab will appear. Select the appropriate payment methods
by clicking on the box next to the method type
4. Click Set Up Merchant Info located at the bottom right of the screen

Select Processor Payment Methods m

Check all payment methods you would like this processor to support. Upon making your selection,
click the "Set Up Merchant Info™ link helow to enter settings and save the information.

|:| American Express D Debit

[ mastercard ==
Caac O aitt cards
[Jcarte Blanc

|:| Woyager

[ mowUs Discover Card

[ oiners club

DWrigm Express

[visa

Cace

Set Up Merchart Info --=

5. Enter the appropriate information in the text fields.
6. Click Save Information
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Select Processor Payment Methods Merchant Info

Enter the merchant infermation for this processor.

Default Settings
EFShet Username:

EFShet Pazswvord:

Store D * Reguired

Store Key: * Reguired

Confirin Stare Key: * Required

Currency:

LS. Dallars v|
Inclustey:

| Retail v|

[ Save Information ]

Setup Registers

For certain processors, such as Concord EFS, registers are required for Dedmtitvas.
Therefore, if you have a debit payment method, you may have to further set up register(s)
in the Merchant Profile screen. Each register must be unique. Typical registeers

are 1, 2, 3, etc.

Register # Register Mame:

| | | |
Terminal #:

| |

1. In the above figure, all fields are required. Fill out the fields accordingly
2. Click theAdd Register button and the newly created register will appear in the
Registers window (example below)
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|| Register# Terminal # (Debit)
10

Edit Delete 1 one

Register # Register Mame:

Terminal # (Debit):

Add Register

3. If you want to edit an existing register, go the next step. Otherwise, skip fhis ste
and go to the next section

4. To delete this register, clidRelete To edit this register, clickdit and the
following screen will appear

[ | | Register# | Name | Terminal # (Debit) |
Update
Cancelmh ||Dr'E ||1D |

o

To edit the fields, just click on the field and edit accordingly
To cancel what you have edited, cliclncel. To save what you edited, click
Update

o

Finding and Editing Merchants

It may become necessary to modify the previously defined information given to a
merchant during the initial setup of the account. In addition, there may be circumstances
when deleting a merchant is desired.

1. Click on theManage Merchantsfolder
2. Click on theFind/Edit link and the following screen will open

Show Filters?

MOTE: You don't need to fill out all the fields, just the ones you know. The less information you provide, the
more matches you will get. e.g. If you put in "r" in the "City" field, i will match any city with a"r"in it
Reseller | All Resellers Vl
Uzer MName | | Email | |
First hame | | Last Name | |
hderchart | R | |
Murmker Rany
Phone | | Fax | |
ity | | Postal Cotle | |
[ Find ] [ Reset ]
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3. Enter the information you know related to the desired merchant account in the
Show Filtersform (You may skip this step if you don’t know any information
about the merchant account, or you would like to view all merchant accounts)

4. Click Find (TheResetbutton allows you to return to the init@how Filters
form with all fields blank) and a list of merchants (example below) will open.
Notice them and = buttons under each column name are for sorting the listed
merchant accounts

Mame Partner ID
F F g

152 Test Merchant One 113 ACTIVE abc@ab.com
153 Test Merchant One 113 ACTIVE abc@ab.com
154 test merchant 113 ACTIVE abc@ab.com
155 Test Merchant 113 ACTIVE abo@ab.com

5. Click on the desired merchant account likd&nd the account information will
open (shown below)

Merchant Info Edit Merchant
User Options Merchant Options
- Add User - Processors
- Miew Users - Renisters

- Permanently Delete This hMerchant
- Make Merchant Inactive

Merchant Mame: Test Merchant Auto Settlement: 12:00 AM daiby
tlercharnt 10 Force Duplicate: Yes
ReceiptiSignature Capture: Ho
Contact Info: Check Image Capture: Ho
testing merchant
CAHN Federal Tax ID:
State Tax ID:
Sales Tax ID:
Phone: 123 Crvnerzhip: Corporation
abc@ab.com Estimated Annual Sales: $0.00
Buziness Start Date:
LRL:

Processors {Payment Methods) Edit Batch Number|
Payment Method Last Batch # Host or Terminal

CREDIT EFSMET M3 Host Based
DEBIT WITAL a Terminal Based
EBT EFSMET M/ Host Based
ECHECK ACH INTERCEPTL: MNAA Host Based
WERIFY M8 M A M/ A
GIFTALOWALTY EFSMET MNAA Host Based

Fegister #: Register Mame:

Terminal # (Debit): Terminal # (EBT):

| | | |

To editProcessorsrefer to the processor setup unifErchant Info.
To editRegisters refer to the register setup undiéerchant Info.




6. To view users under this merchant, click onew Userslink in the upper left
corner in theMerchant Info section shown in the sample screen below. Notice
them and = buttons under each column name are for sorting the listed merchant
accounts. Otherwise, skip this step and gdtep 8

User Name Last Name First Name Partner ID
F F g F F

testMerchant merchant test abc@ab.com

If there is only one user listed, then that userpgmary user of this merchant account.

A primary user account is created at the same time a merchant is created. It will be
deleted automatically when the merchant is being deleted. Otherwise, it cannot be

deleted.

To find out further details about a user accounts, refer to the description of Chapter 3 in
Finding and Editing Users.

7. To go back to thMerchant Info box after the/iew Usersscreen, click on the
View Merchant link above the user list.

8. To send an email to this merchant, click onEneail link (abezab.com) Your
default mail application will pop up for you to send an email

9. To add more users under this merchant, click otieeUser link in the upper
left corner in theMerchant Info section. Refer tddding a New Userfor
further details

10.To delete this merchant, click on tRermanently Delete This Merchantlink

11.To inactivate, click on thake Merchant Inactive link (Be aware once the
merchant is inactivated, the merchant will not be able to log onto the payment
server with any user name created under this merchant)

12.To activate, click on th®lake Merchant Active link

13.To edit this merchant, click on tliedit Merchant link and the following screen
will appear
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Required Fields

Mame:

|Test Werchant |

First Mame: Last Mame:

|test | |mercham |

Phione: Email:

|123 | |ahc@ab.cum |

Force Duplicate: Check here if you vwant A.Lrto Settlement: Check here if you want
duplicate transactions to be flagged as Settlement to occur automatically once per day
duplicates by default (recommendecd). [recommended).

[IReceirt/Signature CaptureRetrisval Auto Settlemert Time:

D Check Image CaptureRetrieveal 12:00 Ah (D:DD) 4

Additional Information {optional)

Federal Tax Dx State Tax ID:
| |
Sales Tax v Ot ship:
| |Curp0rati0n V|
Estimated Sales: Business Start Date:
1$0.00 | [ |
URL: Mercharit (D
| | | |
Street Address 1:
| |
Street Address 2
| |
City: State:
| [------ ]
Zip Courtry:
| Canada hd |
Fanc:
| |
’ Update Merchant ] ’ Reset ]

14.Edit the field(s) accordingly and click d&fpdate Merchant (TheResetbutton
allows you to return to the previously saved merchant informatais).

Merchant/User Group

TheMerchant/User Group function enables you to choose which users have access to
which merchants. When a merchant user is created under a merchant, no other merchants
are associated with this new user, except for the merchant the user is creatednunde

order to enable this user to access other merchants (this would be desired under certai
business circumstance)e Merchant/User Group function comes into place. The

function allows the association between one user and multiple merchants. Therefore,

when a user logs in, he/she will be able to choose the desired merchant and have access to
all the functions the merchant would normally use. Use the following instructions for
assistance on how to associate a merchant to a user.




1.
2.

5.
6.
7. Click on the left arrow button to associate the selected merchant with thedelect

8.

9.

Logged In As: test3144 ||

Current Merchant:
154: Test Merchant Two %
154: Test Merchant Two |
155: Test Merchant Three
153: Test Merchant One

Click on theManage Merchantfolder
Click on theMerchant/User Group link and the following screen will open

Merchant User Group

YWhen a user is assigned to one or more mechants, the user can
access to all the assigned merchants.

Select @ User: | testB830 (ab ab) >

Current Merchart: Test Merchant One

Test Merchant Three
Test Merchant Two

A E
W IS

Save

Select a user whom you want to associate more merchant with by selecting a user
from the drop-down list

Notice the content of theurrent Merchant label reflects the primary merchant

of the selected user

Notice the right side box lists all merchants under a test account

To associate a merchant with selected user, click on that particular merchant

user
Notice the merchant selected will pop into the left side box
Repeat the previous steps until you are done with the user-merchants association

10.Click on theSavebutton to save the settings

Ch 5: Tools

An administrator can used the functions in Tloels folder to view the activities of the
database, to find the cause of a problem in the system, and to make modifications to the
entire systemOnly people with access to the “admin” user name will see all Tlo®ls
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functions. Those functions include, Audit Trail Log, Auto Settle Log, Config, Merchant
Links, Previous Trx Log, System Info, Template, and View Log.

Audit Trail Log

TheAudit Trail Log function allows the administrator to view all users’ login activities
of the system, including merchant users and admin users. The following table contains a
complete list of 15 login activities

Login Activity

MD
M
MU
PD
Pl
PU
RD
RI
RU
ub
Ul

ULA
ULF
URP

1. Click on theTools folder

uu

Full Name
Merchant Deleted
Merchant Inserted
Merchant Updated
Payment Method Deleted
Payment Method Inserted
Payment Updated
Reseller Deleted
Reseller Inserted
Reseller Updated
User Deleted
User Inserted
User Login As
User Login Fall
User Reset Password

User Updated

2. Click on theAudit Trail Log link and the following screen will open

Show Audit Filters

From Date

Current Username
Target RP Mumber
Type

Look at last

Al
5

To Date

Target Uzername
Target Partner ID

v P

Note: All fields in the above figure are optional, except that by defaull, tlo& at last
is set to “5” and th@ype field shows “All”.
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From Date — The start date from which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

To Date— The end date until which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

Current Username— The username a user initially uses to login to the payment
server

Target Username— The username on which the action occurred

Target RP Number— The RP Number on which the action occurs. RP Number
uniquely identifies each merchant. It is assigned automatically by the payment
server when they are first created

Target Partner ID — The Partner ID on which the action occurs. Partner ID
identifies a reseller and its group of merchants. For example, when a raseller i
first created, the payment server assigns a Partner ID as “120” to thisrresel
Later on, all the merchants created under this reseller will share the aenmex P

ID as “120”

Type — The type of login activity. Click on the drop-down arrow will display all
the audit trail types (Refer to the Login Activity list)

IP — The IP address from which the login takes place
Look at last — The number of the most recent login records to be displayed

If you want to view the 5 most recent login records, leave all the fields in the form
un-modified or modify the fields as necessary

Click OK and a screen similar to the example below will display the 5 most
recent login records

Items per page 0 (El will fill @verything on one page)

Target | Target
Current Target P
UserName |UserMame| RP  [Partner| Type Description From IP
Number 1D
23 110

5/10/2004
10:48:00 |fdenash fdenash 13
am

5/10/2004
10:46:23 |admin ul 169 100 uo
am

5/10/2004 User Deleted:
10:46:22 | admin abg569 169 100 up username=ab6569,st=,5Street2=,Streeti=,City=,State=,Provir| 192 .168.2 213
aM 480

5/10/2004

10:46:10 |admin ul u1
A

5/10/2004

10:45:58 | admin ab6569 169 100 s
A

ULa  |User Login As: fdcnas 192.168.2.214

User Deleted:

username=ul,status=eetZ= Streetd=,City=,5tate= Province=, 12 582 213

User Inserted:

username=ul,status=eetZ= Streetd=,City=,5tate= Province=, 12 52 218

Merchant Inserted: Mype=Corporation,yearSale=0,startDate=

AM,status=1 forceDuj=,Zip=,Country=CAN,DayPhone=123,nig A ]




Auto Settle Log

TheAuto Settle Logfunction enables the administrator to view details about
automatically settled batches. This log is useful to detect batches that swmeaestsfully
completed. Therefore, an administrator can further track down the cause.

1. Click on theToolsfolder
2. Click on theAuto Settle Loglink and the following screen will appear

Show Auto Settle Filters

From Date Tao Date
RP Mum Uszername

Resutt | All v Look at last |5

Note: All fields in the above screen are optional, except that by default, the Resuls field i
set to “All” and the Look at last field shows “5”.

From Date — The start date from which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

To Date— The end date until which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

RP Num — The number uniquely identifies each merchant and reseller. Itis
assigned automatically by the payment server when they are first created

Username- The username under which the auto settlement occurs

Result— The result of the auto batch settlement to be displayed: Approved,
Declined, Duplicate, and All

Look at last — The number of the most recent auto batch settlements to be
displayed

3. If you want to view the 5 most recent login records, leave all the fields in the form
un-modified or modify the fields as necessary

4. Click OK and a screen similar to the example below will display auto batch settle
details




Items per page |9 W(D will fill everything on one page)

Log | RP um of Payment
m attempts m fesult Meg

4/30/2004 DECLINED: Timestamp: 4/30/2004 12:00:10 AM Response :
S vital2 1z:00:10 2z QK Message : RB C 0004 012 ExtData: CREDITCARD
AM Met_Count=6,Met_Amount=57,Settle_DT= Result: 12
4/29/2004 DECLINED: Tirmestarnp: 4/29/2004 12:00:10 AM Response !
57 |5 vital2 12:00:10 2 12 OK Message : RB C 0004 0 12 ExtData: CREDITCARD
AM Met_Count=3,Met_Amount=54,Settle_DT= Result: 12
APPROWVAL: Timestamp: 4/27/2004 12:00:10 AM
4272004 Response : OK Message : ACCEPTED AuthCode : GBODODS
S 5 vitalz 1z:00:10 1 a ACCEPTED ExtData: CREDITCARD
A Met_Count=2,Met_Amount=3,Settle_DT=2004-04-27

00:00:10 Result: 0SetteDT: 2004-04-27 00:00:10

Server Configuration Settings

TheConfig function enables the administrator to customize the system by editing the
database connection, company name, company logo, Email settings, etc. The
configuration data will then be applied throughout the system.

1.
2.

4.

Click on theToolsfolder
Click on theConfig link and the following screen will appear prompting for a
password

Password Required

This page is password protected. Please provide the system password to access this page.

Pazsword [ Walidate Password ]

You must first provide the system password to access the server configuration
page. This password is completely separate from the password for the admin .
The default password for this tool is “123”, so type this in.

Click Validate Password

The following gives you an overview of the fields appearing irSder Configuration

Page

System Settings

System Settings

Current Passwiord:
Mewy Passward:

DB Connection String:

Reports 0B Connection
String:

Wieh Services SOAP Host:
WWEDL File Directary:

License Agreement: (%) Show () Don't Shovy

Product Mame:

Require Strong
Pazswords: OYES ®ND
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Current Password— The current system password which you used to access this
server configuration page

New Password- The system password which you would like to reset to

DB Connection— This field is used by the payment server to connect to the
OLTP (Online Transaction Processing) database

Reports DB Connection String— This field is used by the payment server to
connect to the OLAP (Online Analytical Processing) database. Typically, this
field is identical to the DB Connection String

Web Services SOAP Host No longer supported

WSDL File Directory — No longer supported

License Agreement- An option to show a new user the End-User License
Agreement or not

Product Name— The name of the payment server, appearing in the header of the
login window

Email Settings
Email Settings

Emmail Zerver Host:

Email Server Port:

Etnail Fram Rarme:

Email From Address:

System Admin Email -
Address:

Merchant Admin Emsil -
Address:

Email Template File Mame:

Email Server Host— The name or IP address of your outgoing mail server
Email Server Port— The actual outgoing mail server port

Email From Name — The name you would like it to appear as the email sender’s
name in the “From” field in your outgoing email

Email From Address — The email address you would like it to appear as the
email sender’s address in the “From” field in your outgoing email

System Admin Email Address— The email address of the system administrator




Merchant Admin Email Address — The email address of the merchant
administrator

Email Template File Name— The directory of your email template file

Company Information

Company Info

Marme:

Logo:

Small Logao:
LRL:

Support Email;
Suppart Phone:
Sales Email:
Sales Phone:
Address Line 1:
Address Line 2:
Address Line 3:
Address Line 4:

Address Line 3

[ LoadCaonfig ] [ SavelConfig

Name— Enter the company name

Logo — Enter the company’s logo (Ex: images/logo.gif)

Small Logo —Enter a secondary logo

URL — Enter the company’s URL (Ex: http://www.Non-DefaultDomain.com)
Support Email — Enter the company’s support email address

Support Phone— Enter the company’s support phone number

Sales Email- Enter the company’s sales email address

Sales Phone- Enter the company’s sales phone number

Address 1-5— Enter the company’s address(es)




5. Edit the fields as necessary
6. Click SaveConfig(LoadConfig will allow you to return to the previously saved
Configurationstate)

Merchant Links

TheMerchant Links feature allows you to customize the web interface, instead of using
the default one of the TPI Payment Server. In addition to being able to control global
HREF links, you can also adjust links specific to individual merchants.

1. Click on theToolsfolder
2. Click on theMerchant Links link and the following screen will appear

Add/Update Custom Link

Merchant:

3. Click on the drop-down arrow of thderchant list box. Then select a merchant
from the list

Add/Update Custom Link

herchant:
| abcdefy w |

Page I0:

Href Link:

|

4. Click on thePage IDlist box to select the page that your would like its interface
to be changed

A list of page names will pop up. Select a page which you want to replace
Input the absolute or relative URL link into thieef Link field. A working
example of a relative link would be “../blank.html|”

7. Click Add Link and a screen similar to the one below will appear

oo

] Page ID Custom Link Date Created
remove YT _SalePage https Ay ahoo.com 541272004 9:58;45 AM

To remove an existing custom link, click on teenovelink as shown in the above
figure.
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To replace an existing custom link, rep8&tp 4throughStep 7, the old link will be
updated.

Previous Transactions Log

ThePrevious Trx Log function enables the administrator to view a detailed list of
transactions with XML information. This log shows the XML request and response sent
to and from the payment processor. The format for the XML request and response is
based on the specification of XMLPayments, a XML messaging format.

1. Click on theToolsfolder
2. Click on thePrevious Trx Log link and the following screen will appear

Show Transaction Filters

From Date _ To Date _
PriRef U=ername
Look st last |5 transactions log RP hum

All fields in the above figure are optional, except that by defaull, tlo& at last field
shows “5”. The following provides a quick overview for each field.

From Date — The start date from which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

To Date— The end date until which you would like to view the login history.
You may either manually enter a date in the MM/DD/YYYY format, or select a
date from the calendar by clicking on the calendar icon

PNRef— The unique reference number assigned by the payment server to the
transaction

Username— The username under which a transaction takes place

Look at last — The number of the most recent auto batch settlements to be
displayed

RP Num - The number uniquely identifies each merchant and reseller. Itis
assigned automatically by the payment server when they are first created

3. If you want to view the 5 most recent login records, leave all the fields in the form
un-modified or modify the fields as necessary
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4. Click OK and a screen similar to the sample below will open

PNRef KMLRequest XMLResponse
ey

Server'\DTDFiles\XHLPayZ

ded'e<XMLPayRequest
version="za"

<?xml wversion="1.0"
encoding="UTF-g"72
»<XMNLPayResponse><Respon

Addtl Info
~

5/12/2004

4607 (3985 (171 |myUserl ||Timeout="30"><RequestDa LI B B AR AT 10:51:03
tas<Vendor>171</Vendor> or><Partner>100</Partner Al
<Partners100</Partners< =<TransactionResults><Tr
Transactions><Transacti o ansactionResultr<Results

20145/ Beaultr<Messane=Fr ©
——————————
Server) DTDFiles) XHLPay2 * S A
.drtd"><XMLPayRequest encoding="UTF-8"7
version="z" =<XHLPayResponse><Respon 5/12/2004

4606 (3934 (171 myUserl || Timeout="30"><RequestDa selatar<Vendor»171</Vend 10:43:10

tar<Vendors171</Vendors orx<Partner>100</Partner AM

r<TransactionResults><Tr
ansactionResult><Result>
N</Resulte<Messanes>PERO Y

<Partner>100</Partner><
Transactions»<Transacti ..

The above figure consists of eight columns: Log#, PNRef, RPNum, Username,
XMLRequest, XMLResponse, Additional Info, and Date. You may reféiPio

Software SDK for further information on the structure and hand coding of XMLRequest
and XMLResponse

Processor Setup

TheProcessor Setugdeature enables you to edit URL'’s that are used by the payment
server to connect to the processors. You can edit the URL connections fbivieoth

mode andlrest mode. Each mode has two URL connectiétignary andSecondary
URL's.

1. Click on theToolsfolder
2. Click on thePrevious Trx Log link and the following screen will appear

Select the processor you wish to edit from the list below:
——————— b

Processor URL's

Primaty Live URL:

Secondary Live URL:

Primaty Test LRL:

Secondary Test URL;

3. Click on the drop-down arrow to select a processor fronPtbeessorlist. Be
aware that only the processor(s) you are licensed to use will appear in the list.
The sample screen below is populated with Vital connections
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Select the processor you wish to edit from the list below:
ital |

Processor URL's

Primary Live URL:

|Ssl.pgs.wcom.net |
Secondary Live URL:

|ssl2.vitalts.net |

Primary Test URL:

|Ss|.pgs.wcom.net |
Secondary Test URL:

|Ssltest.tnsi.com |

4. Modify the URL connections(s) as necessary
5. Click Save Settings

System Information
The System Information feature allows monitoring of current server performance.

1. Click on theToolsfolder
2. Click on theSystem Information link and the following screen will appear

Password Required

This page is password protected. Please provide the system password to access this page.

Password| H Yalidate Password ]

3. You must provide the system password to access the server configuration page

4. After you enter the password, clivtalidate Passwordand the following Server
Information screen will appear

Server Information

fachine Mame: STAGINGH
Total Physical Memory: 511.55M Bytes
Available Physical Memory: 104.18M Bytes
Memary Losd: 79.64%

Total Virtual Memory: 1,762.43M Bytes
Available Virual Memoary: 1,048.2TM Bytes
Taotal Running Processes: 30

Total Running Threads: 456
Free Disk Space on C: 35,200.00M Bytes
Syatem Up Time: 956.76 Hours
Current Time Zone: Pacific Standard Time
Current Time: 57242004 2:16:59% PM
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5. To refresh the data, clidRefresh

Notification Templates

TheTemplate function allows users to define their own email templates for different
types of notification. The types of templates includigto Settle, New Account,

Receipt andReset Password You will see some phrases in the template’s text are
surrounded between “<%” and “%>". This means these parts of the text will be deplace
dynamically by the available information relevant for that template. For egampl
<%USER_NAME%> in thAuto Settle template will be replaced by a merchant’s first
name in an email sent to that merchant regarding the auto settlement. Usewirdoll
instructions for assistance on how to modify a template.

1. Click on theToolsfolder
2. Click on theTemplate link

ALto
Settle Dear <%U3ER_NAME%:, ta

Tour ePayment <%ACCOUNT_TYPE%> account has been settled on <%
SETTLE_DATE%> at <%3ETTLE_TIME:>.

NG

Account Transaction Details:

<%TRANS_DETAILZ%>

Recelpt For additional transaction information,

<3HOST_ INFO%>
Thank you for vour business.

Reset
Passwoaord

ePayment Solutions that work!
On any dewvice, at anytime and any place.

Click on the tab of the template you would like to modify

Edit the text in the template as necessarily (Be aware that the texebeta?o”

and “%>" refers to the variables’ names, they shall remain the same if youowant t
keep them in your template)

5. Click Saveto save your changes (Thead button allows you to return to the
previously saved settings for the template)

hw

Viewing Other Logs

TheView Log function allows the administrator to look at four additional I@gimin
Event Log, Admin File Log, EPS Event LogandEPS File Log Essentially, event log
and file log display the same information but from the different resourcesAdrhia
Event/File Log reveals the login-related activities, while tieS Event/File Logreveals
the transaction actives. You can also view event logs by first right-clickiiyon
Computer on the computer where your payment server is installed, then selecting
Computer Managemant. The event logs are located un&eent Viewer. The file logs
can be reached by opening files in the LogFiles directory in the default installati
directory of the payment server.
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1. Click on theToolsfolder
2. Click on theView Log link
3. Click on the drop-down arrow for the log list, then select the log you would like to

view
4. Click View Log (below is a sample of the admin log)

|

Total log entries: 737

443042004 12:27:14 PM 2004-04-30 12:27:14,029 [600] ERROR com.richsolutions.RichConfig [] - LoadConfig() failed Exception:
44302004 12:27:23 PM 2004-04-30 12:27:23,171 [600] ERROR com.richsolutions.RichConfig [] - LoadConfig() failed Exception:
473072004 12:27:24 PM 2004-04-30 12:27:24,243 [600] ERROR Richadmin.recurring.add_contract [] - GetContract{) Exception:
443042004 12:27:27 PM 2004-04-30 12:27:27,327 [600] ERROR com.richsolutions.RichConfig [] - LoadConfig() failed Exception:
443042004 12:27:25 PM 2004-04-30 12:27:28,608 [600] ERROR Richadmin.recurring.add_contract [] - GetContract{) Exception:
4/30/2004 12:27:44 PM 2004-04-30 12:27:44,699 [600] ERROR corm.richsolutions.RichConfig [] - LoadConfigl) failed Exception:
4/30/2004 12:27:46 PM 2004-04-30 12:27:46,201 [600] ERROR RichAdmin.recurring.add_contract [] - GetContract() Exception:
4/30/2004 12:30:18 PM 2004-04-30 12:30:18,479 [600] ERROR com.richsolutions.RichConfig [] - LoadConfigl) failed Exception:
4/30/2004 12:30:19 PM 2004-04-30 12:30:19,561 [600] ERROR Richadmin.recurring.add_contract [] - GetContract() Exception:
4/30/2004 12:34:48 PM 2004-04-30 12:34:45,354 [600] ERROR corm.richsolutions.RichConfig [] - LoadConfigl) failed Exception:
4/30/2004 12:34:48 PM 2004-04-30 12:34:48,544 [600] ERROR com.richsolutions.RichConfig [] - LoadCanfigl) failed Exception:
4/30/2004 12:34:48 PM 2004-04-30 12:34:48,714 [600] ERROR com.richsolutions.RichConfig [] - LoadConfig{} failed Exception:

Batch Upload

There is a feature to allow a merchant to do a manual batch upload through the web
interface. This may be desired if the merchant’s POS application is notadasity
integrate directly with the Payment Server. In such a case, the applicationman out
transactions to a flat file, which can be uploaded to the Payment Server.

Once the merchant has uploaded a batch file, an executable called OfflineBatch.exe
complete the job. The executable scans for “ready” batch files and then processes the
transactions found within, readying them for settlement. This is an automaticsproces
once enabledHOWEVER it MUST be set as a scheduled task to run every, hour
otherwise OfflineBatch.exe will not run and the uploaded transactions will nevatlact

be processed (or settled).

To do this, you will need to enable “Offline Batching” in the Payment Server
Configuration Wizard. For instructions on setting up scheduled takes see the section
“Configuration Windows Scheduled Tasks” in the Payment Server Installation Guide.

Ch 6: Additional Features

This chapter contains information on all the other additional features availade at t
administrator’s level of the TPI Payment Server. These features includimthe
Transactions, Preferencesconfigurable parameters in tidéeb.configfile, sending
Emails to sales and support, aggstem Logout.
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Find Transactions

TheFind Transactionsfeature summarizes the transactions that have been processed by
merchants, who can also be associated with their reseller, within a certaiandgte

1. Click onFind Transactions

Report Filters

Date Range: | Select a Date Range or enter dates manually b v
Start Date |4/24/2004 End Date | 4/24/2004
= April 2004 = = April 2004 =
S M T W T F s S M T W T F s
28 29 3031 1 2 3 28 29 303 1 2 3
4 3 6 7 8 8 10 4 3 6 7 8 8 10
11 12 13 14 15 16 17 11 12 13 14 15 16 17
18 19 20 21 z2 z3 ) 18 19 20 21 z2 z3 [
23 26 27 28 29 30 1 23 26 27 28 29 30 1
2 3 4 58 6 F 8 2 3 4 5 6 7 8
Report Type: ® Detail O Charts oty pisl Transactions
Rezeller: All Resellers b

2. If you want to view transactions within a certain date range, choose a pre-defined
date range from thBate Rangedrop-down list
a. Or, modify theStart Date field and theEnd Date fields
b. Or, use the¥” or “>" link in the month bar to switch the month, and click
on anydate link in the calendar for a particular date
3. If you would like to view the transactions processed by the merchants under a
particular reseller, select that reseller fromResellerdrop-down list
4. Determine the Report Type by selecting eitbetail (for a detail of the
transactions) o€Charts (for breakup of transactions in to chart§heck theDnly
Dial Transactionsbox to view limited transactions
5. Click on theSubmit button to view the transaction summary (Resetbutton
allows you to set all the information to its default valu&dlow is a sample
screen displaying the summary for each merchant, there Bad@ansaction
processed on 4/21/2004

Number of Transactions From 4/21/2004 to 4121/2004

RP  |[Company - § Authorization | Capture |ForceCapture |PostAuth| Return Sale |RepeatSale
AuthorlzatmnFnrcel:.apture Postauth @ RepeatSaIe (Receipt) |(Receipt)| (Receipt) |(Receipt)|(Receipt)|(Receipt}| (Receipt) Total
Test
153 |Merchant 0 1] i] 1] 0 1 0 0 1] 0 1] 0 1] 1] 1] 1
One
Test
1] 1] 1] 1
1] 1] 1] 1

154 | Merchant 0 1] 0 1] 0 1 0 0 1] 0 1] 0
Two

Test

155 |Merchant 0 1] i] 1] 0 1 0 0 1] 0 1] 0
Three
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User Access Control

By verifying the requesting party’s IP (Internet Protocol) address and countAgahss
Control preference grants or denies access to a user account. All IP’s and all countries
are allowed accesses by default.

1. Click on thePreferencesfolder
2. Click on theAccess Controllink

Pz Allovweed: All

Countries Allowed: &l

M validate IP Address When Logging In

B validate Country When Logging In

Note: Validating IP and validating country have identical steps to follow. The following
instructions will walk you through the two procedures simultaneously.

3. To validate IP/Country, chedkalidate IP/Country Address When Logging In

VYalidate IP Address When Logging In

O DENY &l IP's EXCEPT Those Listed Below
@ ALLOWY ALl IP's EXCEPT Those Listed Belowy

| [ Add P |

Denied IP List

VYalidate Country When Logging In

O DERY &Nl Countries EXCEPT Thosze Listed Belows
@ ALLOWY Al Countries EXCEPT Those Listed Below

Deny Al Unknosyn Countries

| ________ vH Add Country

Denied Country List

Allow All IPs/Countries

There are two options:
« DENY ALL IP’s/Countries EXCEPT Those Listed Below
e ALLOW ALL IP’s/Countries EXCEPT Those Listed Below




The default settings for both IP and country are ALLOW. Besides, for country, all
unknown countries are set to deny.

4.

To add one or more IP’s/Countries to tenied IP/Country List, for IP, type an
IP address in thadd IP text box; for country, select a country from the country
drop-down list, and then clickdd IP/Country. The IP address or country will
be automatically populated inienied IP/Country List

Denied IP List

123123121
123123122

Denied Country List

Canada

If you want to remove the IP/Country from thenied IP/Country List one by
one, click on the one(s) you want to remove, and then clicRéngove Selected
button. Or, you can click tHeemove All button to clear all IP’s/countries shown
in theDenied IP/Country List

After you complete editing the settings falcLOW ALL IP’s/Countries

EXCEPT Those Listed Below you need to ensure this option will be in use.

If you see théJse This Optionbutton this means tH2eny All IP’s/Countries
EXCEPT Those Listed Belowoption is currently in use, you need to click this
button to switch to théllow option. Notice théJse This Optionbutton only
appears when the checked option to its left is NOT currently in use. Therefore,
when switching from one option to another, you must click otugeeThis

Option button for the change to take effect.

If the Use This Optionbutton does not show up, that meansAheOW ALL
IP’s/Countries EXCEPT Those Listed Belowoption is already in use.

Deny All IPs/Countries
1. Check theDENY ALL IP's/Countries EXCEPT Those Listed Below radio

button.
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validate IP Address When Logging In

() DEMY &Il IP's EXCEPT Those Listed Below - -
Use This Option
O ALLCWY A IP's EXCEPT Those Listed Below:
Add 1P
Allowed IP List
Remove Selected
Rermove All
validate Country When Logging In
(5) DENY &1l Courtries EXCEPT Those Listed Below - -
Uze This Option
) BLLOWY Il Countries EXCEPT Those Listed Below
Deny All Unknown Courtries
________ B[ Add Country
Allowed Country List
Remove Selected
Remave All

2. To add one or more IP’s/Countries to fieowed IP/Country List, for IP, type

4.

an IP address in th&dd IP text box; for country, select a country from the
country drop-down list, and then cliéidd IP/Country. The IP address or
country will be automatically populated in&dlowed IP/Country List .

Allowed IP List

123123121
123123122

Allowed Country List

Canada

If you want to remove the IP/Country from tAkowed IP/Country List one by
one, click on the one(s) you want to remove, and then clicRéngove Selected
button. Or, you can click tHeemove All button to clear all IP’s/countries shown
in theAllowed IP/Country List.

After you complete editing the settings fBENY ALL IP’s/ Countries

EXCEPT Those Listed Below you need to ensure this option will be in use

If you see théJse This Optionbutton, this means thalow All IP’s/Countries
EXCEPT Those Listed Belowoption is currently in use, you need to click this
button to switch to th®eny option. Notice théJse This Optionbutton only
appears when the checked option to its left is NOT currently in use. Therefore,
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when switching from one option to another, you must click otugeThis
Option button for the change to take effect

If the Use This Optionbutton does not show up, it meansEHENY ALL
IP’s/Countries EXCEPT Those Listed Belowoption is already in use.

Changing User Password

1. Click on thePreferencesfolder
2. Click on thePasswordlink

Change Password

MSPPartner Mumbet: 100

RP User Mame: admin

Old Password | |

Erter Mew Passwared | |

Enter Mewr Password Again | |

[ Change Passwoard ] [ Reset l

Input the current password in tdd Passwordfield

Input your new password in tiNew Passwordield

Confirm your new password by inputting it into tBeter New Password Again
field

6. Click on theChange Passwordutton

aprw

Setting Security

The Security preference is used to set security for functions performed at the admin user
level. A security level is assigned when each new admin user account is created. An
admin user will be able to access each function if his/her security leveatsrgitgan or

equal to the number defined in this preference.

1. Click on thePreferencedolder
2. Click on theSecurity link

Security Settings

Add Merchant | 1w Reparts | 2w
Lizt Merchart | 1 % Toaolz |1 w
Edit Merchant | 1 % User &dmin [ 3
Change Security | 4w

Change Security ” Reset ]

40



Note: The numbers next to each item in the above figure represent the minimum security
settings that a reseller user must have in order to access and use the corresponding
features. For example, if you have "Reports” set to “2”, then only those reselger user
with a security setting of “2”, “3” or “4” will be able to access fird Transactions

function.

3. Each item in the Security Settings box has 4 levels 4itbing the highest arid

the lowest. Use the drop-down arrow to select a proper security level for an item
4. Click on theChange Securitybutton (TheResetbutton allows you to return to

the previously saved settings)

Web.config Modification

As an administrator, you have the ability to setup the TPl Payment Server through means
other than the web GUI. There are many configurable parametersWetheonfigfile

located at “C:\Inetpub\wwwroot\Admin”. The file is in a specific format of peaier

names, or keys, and their assigned values. For example: <ad&&gdyathe"
value='KeyValue" />. The text, surrounded in quotes, labefegiName is the name of

the key. The text, also surrounded in quotes, labiédgdalue is the key's corresponding
value. Once you open the file into a text editor, suddaispad you can modify the

values, save the file, and then reopen the web GUI to see all the changes that have
occurred. The following contains a partial list of key names iMtab.config file and

their definitions.

UserTitle — The UserTitle key will change the word “User” from the Manage
Users folder in the web menu bar

MerchantTitle — The MerchantTitle key will change the word “Merchant” from
the Manage Merchants folder in the web menu bar

TrackFailed Login — The TrackFailed Login key determines whether to track
failed user logins. If the value is set to “false”, then ThresholdToDeactivate and
TrackFailedLoginlnLastXminutes parameters are ignored

ThresholdTo Deactivate— The number value for the ThresholdToDeactivate key
determines how many failed logins are allowed before deactivating the user. If
the value’s number is less than 1, then this parameter is ignored

ThresholdTo Block — The number value for this key defines how many failed
logins are allowed before blocking the user from logging in within the amount of
minutes specified in the TrackFailedLoginlnLastXminutes key. If the value’s
number is less than 1, then this parameter is ignored
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TrackFailed LogininLastXminutes — The number value of the
TrackFailedLoginIinLastXminutes key determines how many prior minutes should
be searched for failed login attempts from the user

Refund Threshold— This parameter’s number value defines the maximum
amount allowable for a refund

TrxMnt Threshold — This parameter’'s number value defines the maximum total
amount allowable for a payment transaction

Timezone Offset— The value of the TimezoneOffset key is the difference in
minutes from Greenwich Mean Time (GMT) to the time zone of the payment
server’s physical location

DTDPath — The DTDPath key determines the file name for the Data Type
Definition (DTD) file that is used to validate XMLPayRequests

LicenseFile— The LicenseFile key holds the absolute path and file name to the
EULA text file

LogFile — The LogFile key stores the absolute path and file name to the
administrative log file. This key must be modified if the default installatiom pat
was changed prior to installation

ReceiptsPath— The ReceiptsPath key holds the absolute path to the receipt image
repository

ReceiptsUrl— The ReceiptsUrl key contains the relative URL to the receipt image
repository

RichConfig — This key holds the absolute path and file name to the payment
server's XML configuration file. The key must be modified if the default
installation path was changed prior to installation

TimeOut — When the Virtual Terminal processes transactions, the value of the
TimeOut key determines the amount of seconds until a time out error will occur if
there is no authorization response from the host

TempDir — The TempDir key holds the absolute path to the temporary storage
area for image decompression

CountrylPList Path — The value of the CountrylPListPath key is an absolute

path to the directory containing the files that map IP addresses to the appropriate
countries. This key must be modified if the default installation path was changed
prior to installation
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EmailTemplate — This key contains the absolute path and file name to the
payment server's XML email template file. This key must be modified if the
default installation path was changed prior to installation

Note: Within theWeb.configfile is a large section of continuous keys that allows the
administrator to change the file name of many ASP.NET pages. These keys are
identifiable by their name that ends with the word “Page”. Examples of these page
mapping parameters avenuPage, LoginPageandVT_DBT_SalePage

System Logout
Click on theLogout link to log your user name out of the system.

1. Click on theLogout link
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